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? jiuja jiJalj* (> £ui J* 



38% 



33% 



28% 
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PING -11 J*** 




Port Security -51 
Mac Floading-N 

I0S Image Cm 

Subnet /31 



■ 




othman_ucmael@yahoo.com 



Jjl J!-) l^J _^l <_U_I ^ IjJJ* U»a _4_J| 

Jji P-L__5l <^La. ^ 1$j a jSi _J CjjjI _^l 4_aLg_i *U&I 
. U^juIjjj — A£j— _l jj^b _)_ u_j AjjjP 4Ja^ 
f V- 3 J^-> U-* *J-» Jj' 4Aa«_1 f Lu_) -jjjj 

_^l Ifj f jia! ^1 c_Ujj*_S! j £jJalj^_l Jjjai A j3i <jl ^ 

4a.__.| Cjflj I4JI £jajJl fjjjfr Jfuy ^ ufl! <^j 
(JjumiUj <»b£]| _r^) <-jLxuiI (i-— 5 * — jIjj l& jjuj 

1^ -■;'••■<; « jSi J_| 4^_l ^VHaJIj £f-al >-l JS Ak« 

AjJI Jj*a jJl Ala_Jl 5jkL-j J_ ^ 4ijju_l j*_j _! 

^jxSi liuijii ^ jL__6u £>_i 1 ^ ■ _<_i 

U*jj 4J ^ jlj jJl JIj& £fr _r-»- -£ 
^jlll £jJalj^_l j™_ ^ ^utLui'l Jluu 4ia__;i a -il-fci j£ jjjj 
<jc IJjjuj Upllijkij _jLLu_J| ajA_u <^fl (jjiluiVI jaaJl <J-*_j 
JS ^ l^Jfr £3UAl c^j _^l SjjJaJI jU_VI j-JSj_l 
4jL__I ^ jjlij J_S SjfrJ 4a. jj _,| U£ 

^llllj £jajI_II £jjja^_l c>A^aii JjVI _tb**uj Obj^te 
. jJxll lift ufl jjJ_.| £ jjja^-1 _tjaj ufl>* 

4la_Ji jjjki jcLuu _jiiL_ai ji <_iUij3$i i_ia.J us 

*,* a 1 < — ' ^^j— 1 j 1 (»— _ji AiL_ii j^uu j~_si jLuu 

Sjj~a J™_aL Ala all aj - ■ ajj jl |_tla. Cj] jla. Ala_Jl 
^jja ' Ajil dia Ja ^—ll jl_u_l ^Jl J~_j 

0^ O l J O'^*- 51 C>J tr* - ^ C> Jf2 Uaa. i_U* ^ I jjaj j 
VI t_L» i__!a'l Vj j ^Ift ill JJa£ (> ^ S_j12 <_UA 
. ku^l J4XJI lit f L_V S jiibj ^Ul jlj ^1 ^Ui^l 

4ia a!| j- 

www.networkset.net 

AAa^Jl Jjjj 

magazine@networkset.net 
admin^networkset.net 



admin^networksetnet 



2110^)1^ 




Juniper Family 




DCE 5] DTE f&) ^ liU- 
^£*4II ^ Jjai'- 

wJU/f 6>«jj f ■■■■■■■ fix Fo r t une «Ja<- 

<UuLU IOS ^ * K ul£- 



3 f»i; ^y<)A jJl& ufi>&i 

14 J^^S^ j^ffl <uUS <uL£ jk wBj&i- 

15 Subnet/31 Jr*uL**- 

15 Default Interface- 

jUJ fc lo ^^S^jj <U J ^ 5J >i'5>fl ;Liy ljU~ 

1 6 AD jmU ,W 
J Load balancing J*au ^ uuS- 

16 35^5 



1 1 1 1 1 1 1 1 1 

CISCO 




rJ^i Juniper 

— ™ fcr NETWORKS I 





17 <u^j-^J( <Ud>^9 Mac Floading,*^- 

1 8 ^ja 5 i ^ ROMmon Jl- 

19 lidU^&o^i^^i 
2 1 <Lu£i "' u iu a 

2 2 JSLi* ^ 



-o- 




uniper 

NETWORKS I 



Wi ^ > jjli 




3COM ,AT&T 

giuJjioiSj router M40i^s^ 

(ASICS) QjSjInltl 1 * * CjULudl <JjlJ 2U dji tT*ill<J (flJLaJl Qjlni ft 



■ * J-* Ji' ^£ J^" <^ OjJj tSjJl oisiii i^i "^Jj- 4 ' 5 " ^J>^^ 3LLjJU 
ij^slisjii -3 iiau/l^j 1 996 ftfi iaLuii (j Cjjumi\j 

o^^jJ'i t>aji jjjii Pradeep Sindhu 

Xerox asj-i^ j»u 
MCI aSj^^ciis^ii jjjA. Dennis Ferguson 
SUNaSj^^p.. ^ jtiaj) jba, ,| ^ j^Bjorn Liencres 



T-series : Core Platforms 




■rtj m\ in] abJiS Jot"! a\\\\ ^ 
Lauc-320 tjj) 1.A-U IJLv a jjjS 2Calku 45LuJJ 
aJL»-Ull 2ujliJt ,J CiJ t jjj-25.6 J! Ji<ai! Cij 

T320, T640,T1600 TX Matrix, 
TX Matrix Plus 

JUNoS pUaj CissJ Jui igaj j 



EX-series 




EX-4200ciLiij^, ^Virtual Chassis 

EX2200, : (J 4ti>».TCl , iLj^s-4 JlAiLisyLl 

q u^ ^2 EX2500,EX3200,EX8200 

fjiuuj Cibb-iJI Jij Cibjo-dl JJjtj l(j*m 

fliaj Cifsj 'i nil a -US J>o ^j -a^ j 



JUNOS 

SOFTWARE 



o 

R40 




( _ T U| dlSjJii! 2>ir»irT^il 5 a jjjSJI £) >&l (>4 2Ciill 0 j& Jju 
ilij jjj^l ^J^&l l&baJfb LgUi. ^ S,J| . |IU "" 

M7i,M10i,M40e, : 2uJUii c^jjli 

M320 

CiISLlm SJLC -taJjJ CujJutfl ^aJbsaj JjlSjjiil Qjju <_^>$ 
jl jjjS sbi^ su^j-a iblaaj Ua Jt>l j jj^j-j isUCjii 
. Jjj^II i nn-*- ( Ubc320) J! JiuJi 2lc j^i Ji<aj US 
Jla WAN J| CiLuZu ^ JjJjJI b>cs Jl iaLaJTb 

...jjiSJij Ethernet,ATm,SONET 

JUNOS pUajvIoti Jsju^ LajlaJjLa^j 



MX-series: Ethernet Services Routers 




US a. Cjj jjjSf (jjiJliti f»Lc JS'ifi i d^*- 4j Ajjlll a JLA Jjlj 
(«iri H jjUl CjUloJI ^ AjloJI aju& J-ij jj-a aA 
J ft* I 1 d-d J-^'^ j*-iS (JSuuj Ethernet CiLa JL>- 
j JjJjil (J Jbsll US 2ujlj JS lLu Lsli£-960 J! 

MX960 

MX80,MX240, = ^ 2Qiit aja, c^b-s^a ui 

MX480,MX960 

ij'2009 f»bi Ciljjj^JI j-a Ajiill SJUb _>J}bu («j Jl&j. 
Jl j-a Jjjil 2liLa!j MX-3D ,^,1 Jjssj JLiJbell JjaeJI 

Slot 



.^jUsbIIj |>»2fl (J l^jbtlld ZulaajJ L_ujiJI J.u^uujl ^ Sjji. J tLi jtj 
: iUJLDI JajljjJl aJLA (Jlc J^i- JJl ^ CiMjJ^il a jib JjJ^o JS C)l jjtaj jiS'i JSaiu <J& jjullj 

WWW.JUNIPER.NET/US/EN/PRODUCTS-SERVICES 
WWW.NETSCREEN.COM/PRODUCTS AND SERVICES 



(«4ui2/l l^^^u jvjj^fv cJl»-j1999 i irt_iir-> ^5 

^LdJj JL^I^il («| gm 1 1 j^fjJ-34 jjuu dJIJLu/U 2ulU)l 
jju (ft^mJljjm Jir-ijl j LjJLaj |«^ui ^^L)-4 jj-a jiSi 

( ju*. Sls;r i) j^j-240 ji jl>i^ j»U; 

j-iSi JSjjuJJ CjjjJijifl (jit AjIUJI Lii.U.iSjj "iLtaj^ajj 

i Mini L-uubsJl CilSLui Jbta JaJU 4S jji JbtSj 
jj^jtj inl a Lilji ^^Ul JjbciUI ^a jjjSUI jjjj«^>- 
^JLasaj a jjjSUI CjIS jjIJI J3, Ijju.ri ajLc. LT i!l5 c^yuJI 

jS'mj in Cilaalxa jn^i . .jlUli JSuillLi ^jjJI LUlc j 
JaaJI -■! ^ CiIji^ £^-*>- LJ UI 
Cibrl 'i a ^jic. k^jjull 0^' bU-il 
jJijjJl ClbelLta 
. sbi/l j i^ausILi ^LoLc&a C:lla a JU. 

J-series: Services Routers 
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"fll 1 M I lr-,— : 






J2320J2325J4350J6350 

y ^jl fef a? >- 5 jitii-iII CilSLuaJl i— jluiUj JLc. »bl j 
l5 a jJjtxi («j tSOll JUNOS pliaj Cissj 2dill a 

.iUalseJl jjjja^v Jalxa 
Jla ZLaJualll CiUjje]l JjJUill AlaJl aOA US 

MPLS,IPv6,QoS,Multicast 

JU l£ jU jlU» ^1 _jjjf I a ^Isti jj}^ I Jbta J§j 
Jx. jjjIPseC.VPN Jla CiUjlall aaUoSfb 
,J sb'jfl ajbj Jbw j jUall jJ^bu <ujtSLal dJj 

■ J iTi'mtl 



M-series: Multiservice Edge Routing Portfolio 





51 ICMF ji jjSji'j^ ^j^j si jj 6jU& 5^ ,»u jiiy Ping 
^jUay ^jjujlnternet Control Message Protocol 

iuJaJI J Jdtftd JjSjj'3>J ^ i>;Ut Jji) JjSjdj^JI lift 

J *lfa*'"sil jauj jujl ^ Js s ^ Network Layer <&\$i\ 

Echo Requests ju/l ICMP ji JjSjjj^ ^ ju^i <uIjj J 
t^ftftitfWtff jjijJi^tafcjfaCodeO ,Type8 ui^, 

Ujaj ^| ^jui j 5t j| ^j; ^ 



ICMP Message Types 




Code 


Description 




0 


(^jjaii _Jil Echo r^i>lv 




" 


Destination network unreachable 




1 


Destination host unreachable 






Destination protocol unreachable 






Destination port unreachable 




4 


Fomentation required, and DF flat: set 




5 


Source route tailed 




6 


Destination network unknown 






Source liosl isolated 




8-13 




4 


0 


Source quench 




0 


Redirect Datagram for tlie Network 




1 


Redirect Datagram for tlieTOS & network 


5 




Redirect Datagram for tlieTOS & network 






Redirect Datagram for the TOS & host 


6 




Alternate Host Address 


S 




(^jlkli Echo request 






Router Advertisement 


10 


0 


Router discover.' selection solicitation 


II 


0 
1 


TTL expired in transit 
Fragment reassembly time exceeded 






Pointer indicates the error 


1: 


I 








Bad length 


1-5 




Timestamp 


14 


(1 


Timestamp replv 


15 


fl 


Information Request 


1 Lti 




[ntbnnation Replv 


l 7 


■■■ 


Address Mask Request 


1 I s 


0 


A Ah ess Mask Replv 




jd) Jm&II j** ;'- j dl&lwd ^l ^Ijd'd 1 ! |^ftj ^ d£d «U 2 ^ll^JI 
<Uuid J'U Lti JS gijj'i Id) j JdjsJI vLdi UyiajAy' ^l j£Lil,l 

^ Ping j i jd* Jk«s : ji'j-ji iia 

»dldiu'^l <Ul£ j) Ping JI 4&4)d ^ ^9Sj ^ Iddddw ;>p^ UJaj 

. ft)-*'}) ^9 <^ 

tilildUuJI />Lw ^ Pmg JI J^ju <i dJLS jAdJj La^u Sfal ■ ■;' fjiaj^l 
Mike Muuss jdi ^ 1 983 pis. ^"i <uffi ^ Ping ji 

JUu jA*JI j ^ill "jldJddJI' jUki* )ddd] i^dW jtiij 

. iiU d' ^ fl idUfldd JLdd)l ^H>la hdLdl^iJI gilj^ uj^i 
kdli« lift i-JJaiy dddW J2did £<H')i,l [tAiil; 
TCP/IP j >JldiJaJI &$AM j 'iJa+uM <uili 



6 



jl dd^j Uj*& Cul f*Lu US 

ing <uOS <utii a $1 W Ping jd* 

dljj^l ^jtiil 5) gji^l ^1 ULuaj UddU) 



iA ^Jl& Lb^Ia 1 d&j 
j^d^JIS JjiaJ 
UU)g^JlCMPJI Jjja 
Ji^<uaii/i Header j 
ja&Ji Uuaau ^ jisi^i Jajpj <uu>u Packet 



ICMP Echo Request 


Type = 8 Code = 0 


Header Checksum 


Identifier 


Sequence Number 


Data 



jdiai ICMP JI ^ ^JJU4I ^1 ^ ^Jl 5) -JJaJU UUjl ^ 

<uwJid u) wjLbJU t^wSuii ji ^yju, <ujUu Type ji 

JI fti) jm&u iujdlj >jljUik *iIUi' .i iilidJajJI eiA >La jj&U 
JI <ui^ j ^5 Ping ji <uut jii ^ jj^ai ^>jType 3 
k*olU Juti/l bw« jJLb Jii hdl jUi yJLyjCocie 
Ui»j ICMP J^jd$>d j 4JU wi £$d Type ji <ul& ^ ^wj; 
^4 ^1 lid) j <Uldd} t>dl;L> tddUA jtS lil jkiiiuii Code JI <idld> 

J-U>JI 

g*«iJI dd« <U5>a« Lj>aj' ^jm Header JI j ^IdliJI ^Ul <u«Jb ui 




l ^JLfr «Udti/l 6 j^dJI Uii Uiu <uUaJl £l&j <UdUJI 6 j^aJI LJif 




o 



j IJ iAi J))a ^ *JAi&i -dUL. v i'5 ^5*ajil lift J UwiAAlj <ULa£4 >S1 
JLa; aiAit j5*a>U hd^AJf Jib ^ Jjii j*) (Wiyrfi JijA j} wujiu^l 
w^JI uu) LsmUJ Jj-ajJJ i-JJaJI <u>a— -i ^jjl wJyi Jjii ^ 

Ji&Jf ^1 — iLJI jLte — - joky 5I AJ>i ^5 k*kuj ;Uu. ^1 3] 

jUaJi ^Jl6 ^Ujjj ^iPing 127.0.0.1 j*sj ^ j ^ju, jii«s 5 

Ui*yl28 ^jLyj' ;3i*jJ jTTL Jl <u*i j) ^^jjaj liaj 128 Uui— >>l 
S j*&*aJi iu^JI C*£y wb«ji f^ajAI lift J4 jS'UJj Jo^jJI jUtWl 

Ping -i 5 networkset.net 
5 , ^ TTL 




<uilS >yi wuiS TTLjl <k«rfjj ^2 jiftJJ J^ajJt wJJaJI g^bdLyj ^ 



error detection ^ 4/3^41 JHeader Checksum 
processID ^ ^ ^256 d jSi -jl^i j^jJIdentifier 
Echo ujiaji ^f>4 w g4 jj>i'5 ji** W iJSequence Number 

jji (jihlmii £9-419X1 j<i t-JJaJl <UfL£ Uw&iU a*j Jjm&j Jcutul tJ*)-^ 1 

mL^m j^Si La^uj Code jf j Type ji jiji^ jm&i g*j 

^ti/is Header ji 



ICMP Echo Reply 


Type=0 Code = 0 


Header Checksum 


Identifier 


Sequence Number 


Data 



Type Jf jl ^ Ly <i f*i u wdMj <U&li <uUaJI ia^j Ls^u 
uww' iiuU aJI jl ^yit J11 <ul ^ Jj^aJI <Uta»(>«J9 0 ^jJf J^sy 



ICMP Echo Reply 


Type = 3 Code=l 


Header Checksum 


Identifier 


Sequence Number 


Data 



^jJa » jiill 1 iiiiitl} ^y' pi wbuWI <UJUa jjjii *i$*H bub ^Ij^Jf 

( JjjaJI gAlj) ji&JJ Jj-ajJI 
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i 01 iju 




li! ji.^/t c3 jJaJ) J' «btii IAJjuj DCE Jl ^JLc ClOCk Rate '^jjSLJ' gjU jjl L yuul\ j»IJbeiiui jjSia JSLiiu Jl^uJI IJXA ^jJa l-luuj 

Clock 

j/2fiL^jiaJii>»Rate DTEserial j^^idi^i^o^oj^j^ii-jJiiSerialPortji 

i>» jtl» jL>'ui DCE serial 3 \ 

Ufii'i DiaLup Modem j^i- 1>« Ujqc iiu >u'jfi j\ ji jjlU jl»i^ js i^ia^ Vji (jjiiu 

^ j»j^it ci^s js <ULu.jij Jijigji 2unsLi j»^aj cujjjjfLi jLajjfi jup Data Terminal Equipment ^uu^ DTE 

DCE Data Communication Equipment ^ 3 DCE 

Jl jjj i^ilj jjj.i-i.a53 1 U'ij.1 Cujjji/I £4 JLaj'tfl j'jSj L^'i^ 0^ tliljJjjJI ^jit t*in^ jin"?)"< ¥ CiLojjjuJI SJlA ^US diui ^ Uj^ 

DTE ^^^^ f>J ^ll j jjjj io^II jL^»- jju J jil JjISJI Jj- 4 l5 * j 3^ 9-* JWjJ"^' 

^ ? DTE or DCE ijlULAJ jJI Jl^uJI Jl JL«jJ 

Boud Rate ^ DTE 

uj^DCE ^ DCE DCE ,i 
DTE 

jjj i_udj DTE ji i -i ju, jii jjj .^..ij DCE ji j»"^<3i i ^P ^ ^ ^ s^tj Clock Rate jij^i ^iia , ^ihn 

j .*~...ti Clock Rate ji ciUjUa ju j»^aj ^ DCE ji sjjii (_jib lia 



JLajJfl o jbl 



jujuIjJ IliSLJI (J-aLijj j 
rtjlaf juJ.1 0^5Cj 



6 




OS-ill ^ JiUas.) iliil 

^ISamJI J 'ja kwij jr§** u^LbJ! 
Uwlii tjlS <u^>$ M^ll ^LL^JI £|^} 
Lan & Wan ^u* ^ 

Wan, Lan,*auw j$l Uy gW 

,Man, Pan, Wlan.Can, San 

and Gan 



Metropolitan area network (MAN) 

t>» >-aaij Lan ji ^ j^iai ^ Wan j Lan 
oisJili Jxoj ^ £>Ji iju& j»Jisl«t)_9 Wan ji 

j! -liljjjj J">t> fjj> u'nr it! Ijirun ioJbcll 
ij-4 5 j j»La A£. jy'Ci, 0 Cilj'in") £ji)l I j» Jbuuu j 

# jjaJioSiii^uii u_uu^u Lan 3 \ Wan ji 

Jl j»Jb>-~iii'i UUa-i lAJbej lIIJ jj rt^ imll 

e». . . . ATM ji Ethernet 



Wide area network (WAN) 

(JL"lUi„I a Jj<aj Jl JjL4 i^jil SjLl*jJI 
J^aj £}l jl jj'm ill I ogifS^ i I 

Frame Relay, ATM, X.25 2ujuui 
650 ,j! Jjajj Utx4-2 ^ ijLu <xicj^uj 

CiKniill 



Local area network (LAN) 



Uj^f L_uuJlj Ijj^ii iSLmJl £Jjji jjSi 

tU^ljjL>. (j^aj 0' CilS" nTill {yt ^jill I 

ji Jjj-a ji S£ >ii L$j"lll " '-^ SjjjL3fc» 

Cu jj/jfl JjGjifl k-ilci j £jjjllja 

ale jmi j 5_}4>.ifl JLaj>U AjjUJI JjljSJIj 

cuii^lO-100-1000 o^Ci'^ 



o 



o 



Campus area network (CAN) 



(jjLi Jau jJI j& ^ jjJI I j^b juju l5 Jll tiu> 

ji ^ jj^ai Man j Lan ji oiSLui 
Lan ji ^ jjiaijMan 

(jAtrb lS' a.ijJ%4 2uJL>lJ CiISLlui J^ojJ 
pC , '' m ; £a qLiJ-lb Jjiij iJjls a jl> I j ^ ?»t^ •, * 

J§ 0Jj^.jji C)bt4L>. OJLC. Jj^aj jl 'H 

Lan ji 3 2u. 



Wireless local area network (WLAN 



2.4, 5.0 GHz jio^jjLacibj 

OFDM 5 DSSS ji 2ui2u ^jiisiuj^ 
BSS, IBSS,ciVUa25fi ^i>il-3 l^lj 

ESS 



Personal area network (PAN) 

JI giaZdl UaUh< ^IS^JI ^1 ijjj, 
^ j*j J-ajJJ IjL^.i 1- 1 0 

£i Infrared 9} Bluetooth ji 



Storage area network (SAN) 

data 

j»jL^jj storage center 



Global area network (GAN) 

J| SjLc. j»jit!uuJ CiK niiil (j^> ^JjlII o jJb 
^jjl ljj& j» l~>1fnj J j^*; 11 



CRS- 





o 



<Lw£/l t _yJLfc jSin mii UwIli !£« 
iu&JI JjaJI 9) wy^y^l ,*JU. >u&i *jj*y 

CRS-3 jj^pn 

vj> J^ii 2 — £ jij >ijjJl ejA&l £jJI 
JJ*aLiJ ^jj <L_-JL ( yM ^j'jj Uut Jji) 
JS ^11 <JU; JU/U ,»j£i wy>y^l £Uii 

Jl<* wyiS ^ji/lj ^^JL >»-jjA jaaii 
TX ^ »jj>*ilj fWUJI J )UtA ^jii 

uoii j rjgu-25 <L&Ua^*u Matrix 
6>«-12 ^ <u« ^jii-CRS-3 ji uiu 

l»j-320 ^1 J*aj* <U8 tidULJI Jij SjAij 
i»i>ll lia ^jJjw ijJJ^ Ji* 0 ? UUJI J -u 

jaflj j J^«A/I >*i <UI^4 *'^'ld J***" tjl£*< 

<uiljj <ui£ Uwi ( _j-JI g-ialjX 1 
<>>u&JI <U.iiJI ^j»j <UalJl J | *J£wJj 



6 



^ilij IOS - XR ^41 lia <ui j4&; ^ ill j-iiili r -i Ja 
O Modular operating systems ^ 

<UU*JI fai j^^S <u<fl^aJI wwt& ^jSi ji w£y £ii« ^1 <uwlkWi 
j&Ij jS*ft Ifti'lS Uwi LudJI^ JaaJI UiViyji ubod |*u3 

dd£j Li^w ^jJI £yi4l lift &Jd jJid D^J lil l^lj }Ui ^j'jj'j 
lift W ^ (*Jai' fW s j>§ <uii/l ^(aJI 

gj'l^j ^i^ijl yUu jl bjjljl >jS 1 n 1 1 n ^'U ^Ij ^u4l 

6 fa jn^iAi p^J' J Lj l^i <U^ jJLj UwJI jLill 

ji^ 



wyljii-320 f[ J iflJ j 1 f 1 1 ■■' J f ■ m 1 " ) I • o; 

iiUkii/l frjjti J ^jjijJJ £*o^l wuif j^JI <^^" <Ui«'<ll UmIsj^ 
^j"y'<i <uiUiu*H ftift j) ^5 <LmU^I <uu&JI ^ jj;«yi asm/ 
6;L& jyU/l lift ij! 6j^aJI ^u) ^i^ £^9 <ui UwJ jaIj ^jSj^ ;uU 

^ ^Lyj'i-3 <u$ multichassis ^ 

Ijjjii ejjjj jJLoJI liA ^ jJjuI |^wi JS uLjIIci 

? <uk ^Im Ji) juu/l li« 0 ;i vj> ^Imw) 
tl^Ail i^ iiuj^ac ^5 <UU>5 ^ ^tyiwll I'iA fa^ 

duLJI JaJ >i$)JI <uvuadu! iJij Slot JI ii* Jlj U JS Jjil 
72 J-*a«u' di« ^Usy wu l>y'-320 i)U ^Jl J^flj/I 

US f'-y] fd'>ii lift jji j^ajJJ jiaaJi Uduu g4 chassis 

j <;,,„,„ ^ jjjji QuantumFlow ji« ^ 
^jl ^141 ^ ^ diS ^"13 JJUJi 6jdil Jip jJuv Jdai 



7 




o- 



tnJ f^ll' j^J j^5t^ ^-i tjj^f (jfc^y ^^i j ^jy 

^5X1 jijta Desktop <ujUJI »>a*"U <Lfll*/f wyUUu&10 <u.>-J Device 

Intel 10 Gigabit XF SR Server Adapter 

Load Balancing,IPv6,Vlan Support ^JA^jjyl ^ ^1 i>S/i ^u^) 

ii>*4i ^ xiS/19 Packet Fil terin, 

<u$^U J iTiiriH <L&j) j-2003 >i>u* 35^55 J;" "' 1 ' <Ulaji SisJ <L«£J ^Jl <uUa <!L 

2.625.99 $ jAi jai ^iA^jji>a-jiu» 




http://www.cdw.com/shop/products/default.aspx?EDC=1352161 

Cisco -ASA5580-2X10GE-SR=expansion module 



O 




13. 854. 99 $ ^;<u^ j)SiniiM<u«jji^j[ ui 

http://www.cdw.com/shop/products/default. aspx?edc=1424619 



$mk FORTUNE Ita 



FORTUNE 



THE 100 BEST 
COMPANIES 
TO WORK 
FOR! 

:] 



WHO HASTHE BEST 
OF EVERYTHING? 

PLUS 

96,270 
JOBS 

WAITINGTO 
BE FILLED 
RIGHT NOW 
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FORTUNE 

Uiii J 2Ui^bt4^ ^jjLjiJI^ jj<jlitJI jSj-ll 

4£jji!i ^Uiulj iu^Lii i^ju Jju i j& 
SCajUJI d-m jAc LuSfl jTiiijiii Id'H't-l (jUI jSl^il U! 







25 


1998 


24 


1999 


3 


2000 


3 


2001 


1 5 


2002 


24 


2003 


28 


2()()4 


27 


2005 


25 


2006 


1 1 


2007 




2008 
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2009 



o- 



lA&l J\ IOS fima ^ ^ 




i nn^jif t^ji? Sjl».)j s j-4 6 )_>?.jf) (j^b ^><ii ea^u. dii ji h - ^ Featu re (Wa 



as5200 5200 
cpa25 CiscoPro 2500 
C10051005 

c2500 25xx, 3xxx, 5100, AP (11.2 and later only) | 
O c2600 2600 (Quake platform) | 
c2800 Catalyst 2820 
c2900 2910, 2950 
c3620 3620 
c3640 3640 

c4000 4000(11.2 and later only) | 
c4500 4500, 4700 
c5rsm Catalyst 5000 (RSP platform) | 
c5atm Catalyst 4000 (ATM platform) | 
c7000 7000, 7010 (11.2 and later only) | 
c7200 7200 

gs7 gateway server 7000, 7010) 
igs IGS, 25xx, 3xxx, 5100, AP 
mc3810 Ardent Multiservice Cisco 3810 platform 
rsp 75xx 
xx 4000 



IOS 

(^Internetwork Operiting System ,>ajlOS 2u1S2ujl> 

. dljjjj ilulS i j j'" j^mj hi 
p^a j^L (jaaul]j («^> j-"/ 11 ^j^Sj -Li pLc. JSuILi ^jxisjil^ 

(J*»JLJ fl^jlf ^jijX-i ^ji jjj^CJ, ijjiuJI (J^aJLJ jljj^-i ^§U3$A 20,3 Uu^u 

c3640-jk9s-mz.124-16a.bin 

c2600-ik9o3s3-mz.122-15.T9.bin 

c7200-adventerprisek9-mz.124-4.T1.bin 

?IOS 

^liltj Jjifl JtiUl £ JbJl US 5ujj21I ciififjdl (>c cubsij J/2fl 

Show Version : ,-iuii 
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Physical | Config ; CLI 



IOS Command Line Interface 



Routerffshow version 



Cisco IOS Soft-ate, 1841 Software (C1841-ADVIPSERVICESK9-HJ , Version 

RELEASE SOFTWARE (fc2) 
Technical Support : http://uBu.ci3co.com/eech3upport 
Copyright (c) 1986-2007 by Cisco Systems, Inc. 
Compiled Wed 18-Jul-07 04:52 by pt_team 

RON: System Bootstrap, Version 12.3(8r)TS, RELEASE SOFTWARE (fcl) 
System returned to R OH by power— on 

System image file is | "f lash: c 1841-advip3ervicesk9-mz . 12 4-15 . Tl . b m" | 



This product contains cryptographic features and is subject to United 
States and local country laws governing import, export, transfer and 
use. Delivery of Cisco cryptographic products does not imply 
third-party authority to import, export, distribute or use encryption. 
Importers, exporters, distributors and users are responsible Xor 
cotnp 1 lance with U.S. and lot- a 1 country lavs . By us i ng this product you 
agree to comply with applicable laws and regulations. If you are unable 



Copy 




djasa slj^>! (J! |*ui2ft Sjl»Ij SjLtta ^ilLuSi ^xtw21l 

JSjXXXX-YYYY-ZZZZ-SSSS •. JOll JS^Jl ^ ojSS 

ilusu Sbeiuill <La jU« W *^*J ^ >u l$i-a ' >?• 

jj^miii ifeJi^arLu tOaJi Platf orm = XXXX 
aM-^vi^uTi-. ^ ji j^i js di^jA^j *iiUu< Feature - YYYY 

5 JLjJbeJl 5 d^jJLflJI Cl^^jJl 
J! ^UaJfLi <Ui fttlajll liia. li^ll oISj UIjG =ZZZZ 

^ ji'j Ja a Jj^ Jj«"'"t' |»Uaj dJL> CiU ^Ijlo LulaJM 
2buiill ^jlc vliS^la .jjjl CjlioJbeUI JJLt^ jlJUs^l =S S S S 

XXXX YYYY SSSS 



c2600-ik9o3s3-mz.122-15.T9.bin 
V 

zzzz 



Advanced Enterprise Services 

Advanced IP + Enterprise ♦ Cisco IOS Firewall 



Advanced IP Services 

IS-IS. MPLS. L2/L3 VPNs, IPv6"", 
Mobile Support, IP SLAs. etc. 



Enterprise Services 

IPv6" - , IS-IS, IP SLAs. IBM Services. 
L3 Routed Protocols, etc. 



IP Services 

EIGRP. OSPF. BGR GLBR OoS, High Availability, NAT, nBAR, 
VRF -lite, Multicast. Virtual Switching System, etc. 



IP Base 

RIR HSRP/VRRR StackWise. GRE EIGRP STUB". WCCR etc. 



LAN Base 

ACL, OoS. Enhanced 802. 1x. AutoOoS, AutoSecure, etc. 



Layer 2 Base 

Basic Ethernet L2, 802. 1x, 802.3ad, 802. 1s. 802.W, 
EtherChannel. 802. Id, Port Secunty. SmartPorts. SSH. etc. 



f - Flash 

m - RAM 

r-ROM 

I - relocatable 

z - zip compressed 

x - mzip compressed 



CiIjjJlssj dlLuii jl£ I jlj jljj^^l jjic JlU s jjeil 1-14 ji 12Lm - Ci j£ j US 
^jIhtII Jllil J Jsiaii (JSumJ tflifl^' ijijuij iintcJI ^jlc IglaLai fH 5jLjJL> 

c2600-ik9o3s3-mz.122-15.T9.bin 



J^| jq^JaJI 



c2600 

Series 2600 ^» cii^s jjju a^ii. djuudi o o' J* 



jjjLUl pin nil 



ik9o3s3 

IP routing version ^ aaa.au » j& oi Ujq i 
3DES encryption ^ ^.-ji s oi Ujg k9 
Firewall/IDS 
Basic limited routing ^ s j& o< LiljQ s3 



OJLUI (3 infill 



Compressed au ^.^- ^,^ RAM ji jk, Lpi mz 



12.2 ^A&uoJI&dA jlJL^i ji^jic UJjjI 22 
iituijJI JLc Cii jia ^jill Ciliu JsejJl JJLc JLc. Li!_G 1 5 

2UU/U5N aju^aJi ji Lgi^Lbl (<u ^^ui SjbJbiJi Feature ji jjlcT9 

c7200-adventerprisek9-mz. 1 24-4.T1 .bin 
c2900-layer2basek9-mz 



! JUL! IS i^Aj 2UJJLall Ci^jJI ^Lu 5(ji Ji^u, 



a - APPN 
a2 - ATM 
b-Appletalk 

boot - used for boot images 

c - Comm-server/Remote Access Server(RAs) 

c2 - Comm-server/Remote Access Server(RAs) 

d - Desktop Subset (SNIVIP, IP, Bridging, WAN, Remote Node, IPX, AT, ARAP) 

d2 - reduced Desktop subset (snmp, ip, ipx, at, ARAp)eboot 
f - FRAD subset (snmp, fr, ppp, sdllc, stun) 

f2 - modified FRAD Subset (EIGRP, Pcbus, Lan Mgr, removed, OSPF added) 
g - ISDN Subset (SNMP, IP, Bridging, ISDN, PPP, IPX, AT) 

g2 - gatekeeper proxy, voice and video 

i - IP SUbset(sNMP, IP, Bridging, WAN, Remote Node, Terminal Service) 

12 - subset similar to IP subset for system controller image(3600) 

13 - reduced IP subset with BGP/MIB, EGP/MIB, NHRP, 

j - enterprise Subset (formerly bpx, includes protocol translation) 

k - kitchen si nk (enterprise for high-end) 

I - IPeXchange IPX, static routing, gateway 

m-RMON (11.1 only) 

n - IPX 

O - Firewall (Formerly IPeXchange Net Management) 

p - Service Provider (ip rip/igrp/eigrp/ospf/bgp, clns, isis/igrp) 
p2 - Service Provider w/CIP2 ucode 
p3 - AS5200 service provider 
p4 - 5800(Nitro) service provider 
q - Async 

q2 - IPeXchange Async 

r - IBM base option (srb, sdllc, stun, dlsw, qllc) - comes with i, in, d 

r2 - IBM variant for 1600 images 

r3 - IBM variant for Ardent images (3810) 

r4 - reduced IBM subset with (bsc/mib, bstun/mib, aspp/mib, rsrb/mib ) 

S - SOUrce route Switch (SNMP, IP, Bridging, SRB) (10.2 and following) 

s - (11.2 only) addition to the basic subset ( Plus version) 

t - (11.2)AIP w/ modified Ucode to connect to Teralink 1000 Data 

U - IP With VtAN RIP (Network Layer 3 Switching Software, rsrb, srt, srb, sr/tlb) 

v - VIP and dual RSP(HSA) support 

w - Reserved for WBU 

w2 - Reserved for CiscoAdvantage ED train 

w3 - Reserved for Distributed Director 

x - X.25 in 11.1 and earlier release 

y - reduced IP (snmp, ip rip/igrp/eigrp, Bridging, isdn< ppp) (0003/4) 

- reduced IP (SNMP, IP RIP/IGRP/EIGRP, Bridging, WAN - X.25) (C1005) 

(11.2- includes X.25) (C1005) 

y - IP Variant (no Kerberos, Radius, NTP, OSPF, PIM, SMRP, NHRP...) (ci60o) 

y2 - IP variant (snmp, ip rip/igrp/eigrp, wan - x.25, ospf, pim) (cioos) 

y2 - IP PIUS Variant (no Kerberos, Radius, NTP...) (C1600) 

y3 - IP/X.31 

Y4 - reduced IP variant (cable, Mibs, dhcp, ezhttp) 

z - managed modems 

40 - 40 bit encrytion 

56 - 50 bit encryption 

56i - 56 bit encryption with IPSEC 
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Ji 



IP Base 
IP Voice 

Enterprise Base 
Advanced Security 
SP Services 
Advanced IP Services 
Enterprise Services 
Advanced Enterprise Services 



>■! f»j LgjjSj oJu JstJt Ci5fS( Jl!I 



lljllljll 

CISCO 




$9 ju 



oJL>l^ <L».j.i JjjS ^jj^ <U jL2ui! 

JUNos j IOS 



IOS ju^i 1996 
jjiiu j»Uaj JU: j*su (jfl sjijic! Modular operating system 

FreeBSD 

2t2Lbb/b JS3 Sj£l jjl ,j-4 itusLi. 2u>Ul4 (>»$J3 2uUss)lj rt_Hr->Jii-i>ll 

ojj t>>i is! J sjjj*- Feature 2i£Lii fiiajji ciujuti 2ujisj»i j! 

request system ^yi iuuis j}U ,>» jup j cibijcifi (>» 

snapshot 

2uj^ui >»i /yi js jjiii pi j o (jjjtj commit ^yi ajsLbij^u. 
rollback 

5jjj»-j>ii Platform ji jsj 5jt>i^ 4iu<j (jfujjj*- u jjS! ui 

J, M, MX, T, EX Series j^iu \jj> 3j z 3J j o& J^k** <3 

10.0 j«jjj>Jl Jaju olS jlJj^i >>Tj 
V-iii^ jl>.i^ jt-.,,. ^ j^sl^i Sjx. i')_in'i1 ^_it»"...~ ^yj^j^. 
JL3LUI Jl>^ ^^ji AjbS Aijjia JlC JLla : dHaSfl !j<uu 0 jlAj 

set interfaces feO unit 0 family inet 
address 192.168.1.1/24 

i'iiiijI (jiimSyi i^lc j->-i J b^4 

filter trusted-prefixes { 
term controlled-access { 
from { 
address { 
192.168.1.0/24; 
128.29.31.0/24; 
207.46.150.0/24; 
protocol tcp; 
port [ ftp telnet ssh ]; 
} 

then accept; 
} 

term access-denied { 
then { 
log; 
reject; 
} 
} 
} 



monolithic operating system ^ ^ pu^jS IOS ji jduj ^ijbei^y 

(jt^oj CiLdmJI JS iU^ liJjluJu Sjl>I^ rt^t-<n^ OjSa dita Ja*j UJLcc m 
L$>?u lt^' CiLdn.'OI jjju <UU»- ^j>f»-i p-^i SjSl jJI J§ dljLitliJI ljub juinj 

IOS 

QNX Third party System i < n -.. IOS XR ji ^1 

Juu iS ■iJ'i d^M«JI CRS j Jau ijj jJl j JUJbslI l£*Uaj ^nir-inl 

^UiJJ Ajiiii Modular operating system 

IOS XE, NX-OS 2uJUJl cIaui^I jMa^ti ChJ>*-' 0^-3^ ^i^i 

Series IOS 

c3640-jk9s.mz. 1 24- 1 6a.bin 
c7200-adventerprisek9-mz. 1 24-4.T1 .bin 

JSouJ {>UajJl iluiJbcJ ZuJlaC J Ubcj^ 15.0 |4^>ll (jUsu IOS jljUat >»-Tj 
Jl SliUbyb AjlSji JbJbsJI j»UajJl^jj JjIS JSj£u (4JJSJI j»UajJl 2Ulj! Jl 

j j n 'i « j 1 ^"" ^ JS 4jUS ^jjjw jyii I'ljn'i" i— dlajj US 
: jjal^Sfl (j^aaj Jj /t-i't JLt dJuji 
j^LUI JL>y [Jji d-lbS diLljJa (J lc Jll4 

Interface fastethernet 0/0 

Ip address 192.168.1.1 255.255.255.255.0 

No shutdown 



access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq ftp 
access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq telnet 
access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq ssh 
access-list 101 permit tcp 128.29.31.0 0 0.0.0.255 any eq ftp 
access-list 101 permit tcp 128.29.31.0 0.0.0.255 any eq telnet 
access-list 101 permit tcp 128.29.31.0 0.0.0.255 any eq ssh 
access-list 101 permit tcp 207.46.150.0 0.0.0.255 any eq ftp 
access-list 101 permit tcp 207.46.150.0 0.0.0.255 any eq telnet 
access-list 101 permit tcp 207.46.150.0 0.0.0.255 any eq ssh 



• JAHJ* fc^lj* c**^ <> <M J* 



38% [ 



V • 



33% 
28% 




mumper 

SS NETWORKS I 



tfiQli J £4a'9< ja£ <ii>&« Jja. ^jtS <u j4' (jJuw <H iS*" J***"" 

54 US £yCJI <-*il£5 laM idj-A«40 ^Jl ^9*4< J-aj iu fia. iiuW^ wylS UiAJt Ow^iJ 
^ <UoAf ^1 >-J^ jJa&i<i <UJUw"2l j[ ywul! J>A ^4 J <Uj^M f*S4fr fcil J 

<U jaM j i £9«tyU j I jit <ua4i Jla> J jJ £5*3541 i>aj jl j&4> ^5*41 j) ^ati wJU/l jLaJI 

jm&II >lii&3 iu kdUiu^l Jaajj <dj4l ^aj°) fi»5 <£>*Jb <U^M ^ 5} jAa.-) 

<Uuil4 <£j4 JLft jl Ua/f ^5 l^i ><-u^ ^jAJi <*S>**y £awy (W ^i/l jala^il j4 

4a,l4' o^UajJI ^jii LLu jmSju I4> ^liluj >^5a. i>>Aa,i til5j4JI iUi-^ 

>wj^A ^jJUw Lbjju £5*354 j mWI lift £j4 |*j iij 

^ ;i -ua^Jf j4j J5 j5 6^5 £te*$i jHiitoil ^5i ji j*»Al4 j4 ^ fc»a-a l ill 

-1^5 jill j«Sjuj ^J*^' J"'" '"" <U5*W iLSla^ J5A5 'x^l-J 

J >j;iwJJ I u> 6^a> gdLu ^jJa&i ^jjl j*i ^aJI £m)U£ J5A5J JiilalL 1> fr 4 ^ 
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^1 ^0 ii* 





JUNOS 49 jjokill <vltf <u4 \jk vfaa 




^ju$i$»- jf JUNOS u ( —• tfill$ jiujJKj ,jdl*JI J it lii ill fUaj J^jlII tLuuS ^ jxll f ka^i — (i" *j jjjl Jl dJLi<JI sJu» Js^*-' uBj^it 



tf tid) ja^\ f J,\ 



root©Rl* show system 

host -name kl: 

r oot -aut nent i cat i on { 

encrypted-password hzw. 6wQBKjb. I ; ## secret-data 

login { 

user aynian { 
una JUbO; 
class super-user; 
authentication { 

encrypted-password "Sl$loFHF2o,z$9I2h36bFi . UE2QlRe2vYal" 



} 



( _ 5 lc j jp ill CLI a S il j ^ jij c_a fr 4 _ s ->jj (_)£ (J^J 

Enable <^ i^Liis ,^11 j j*i jVi j- 

Host name -Si ^ <-« ji jj\ 



m Juniper's JUNOS 



/24 
[edit] 

Root@Rl# commit 



^Vi .LiuLi jjjii f jij LoopBack Interface 

B Juniper's JUNOS 



root@Rl# set interfaces loO.l family inet address 192.168.100.100/24 
[edit] 

Root@Rl# commit 



root®Rl> show interfaces terse 



Interface 
dsc 
emO 
emO. 0 
eml 
eml. 0 
gre 
jpip 
loO 
loO.l 
~o0.16384 
00.16385 
loO. 32768 
Hi 
mtun 
pimd 
pime 
tap 



Admin Link Proto 
up up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 



up 

up 

up 

up 

up 

up 

UP 

up 

up 
up 
up 
up 
up 

UP 

up 

up 



Inet 
Inet 



1net 

i 

inet 



192.168.1.1/24 
192.168.3.1/24 



192.168.100.100/24 
127.0.0.1 



— > 0/0 



*£f£U Default Route AiuJ 



JUNOS 

SOFTWARE 



[^Juniper 

S^ES NETWORKS I 



JUNOS 

SOFTWARE 



[^Juniper 

S^ES NETWORKS I 



JUNOS 



^Juniper 

SS NETWORKS I 



JUNOS 

SOFTWARE 



^Jumper 

SS NETWORKS I 



JUNOS 



[^Juniper 

UlS: NETWORKS I 



JUNOS 

SOFTWARE 



^Jumper 

SS NETWORKS I 



III LVI I rootl S lR1# set system login user ayman class super-user 

^ * ~ I authentication plain-text-password 

SOFTWARE I New password: 
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SI Juniper's JUNOS 


root> configure 




Entering configuration mode 




root* set system host-name Rl 




root* commit 




commit complete 






Jljfc'l Aijjia (jjlSJI 


la Juniper's JUNOS 


root@Rl> set date 201003280901.10 




Mon Mar 28 09:01:10 OTC 2010 






jjjxj AAi^ja ja^\ 


BJ Juniper's JUNOS 


root@Rl# set system root-authentication plain-text-password 


New password: 




Retype new password: 




root@Rl# commit 




commit complete 








Bl Juniper's JUNOS 



Juniper's JUNOS 



root@Rl# set routing-options static route 0.0.0.0/0 next-hop 

192.168.3.1 

[[edit 

Root@Rl# commit 



juii ja^\ UK* ? jij Routing Table -il u^j^j 

rootSRl> show route terse 

inet.O: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden) 
+ - Active Route, - - Last Active, * - Both 



a Destination 

* 192.168.1.0/24 

* 192.168.1.1/32 

* 192.168.3.0/24 

* 192.168.3.1/32 

* 192.168.100.0/2*1 



p prf Metric 1 Metric 2 Next hop 

d 0 >em0.0 

l 0 Local 

D 0 >eml.0 

l 0 Local 

D 0 >1o0.1 

192.168.100.100/32 L 0 Local 

224.0.0. 5/32 O 10 1 MultiRecv 



AS path 



juniper_pr1vate2 inet.O: 1 destinations, 1 routes (0 active, 0 hoTddo 

wn, 1 hidden) 



^Juniper 

networks I 



JUNOS 

SOFTWARE 



[^Juniper 

S^ES NETWORKS I 



JUNOS 

SOFTWARE 



[^Juniper 

S^ES NETWORKS I 



JUNOS 

SOFTWARE 



Retype new password: 
[edit] 

Root@Rl# commit and-quit 



U^ajj - ja^juall axjl Ul^L V jl jxVl lift ^.,.,»\ 

cAj^l^\ ±2>.\ jLjiitj Uiuj Class J^u. 



Class 


Permission 


operator 


clear network reset trace view 


read-only 


view 


super-user 


all 


unauthorized 


none 




'>'!''■"■■■) iM'iSti y>'t 9*9 f*ft>«9 g>**5 '- ^I>M4 <U lift ^^iajX 

bdijiit'^i js iiiru >«n lift ^ Default Interface 9*9 f ■■■ ■■■■ j 
lie. ^ ^«*a JUUS9 jipt (UlL <iaA>|5 Interface £) ^ Uu -^s 



Router* sh run interface fastEthernet 0/0 
Building configuration... 

current configuration : 134 bytes 

interface FastEthernetO/0 

description this interface connect to data server 

switchport access vlan 2 

spanning-tree portfast 
end 



Router#§ 

Ready 



Telnet 



24, 8 



24 ROWS, 66 Cols VT100 



o 



Jazi jj auuJ kj^n Iift9 Uiliyu ^jdil ^ j^l JS J*S no <UJS <uUa"u 

*dlt±i."it jrf jjuSil 5 hJUjjJI j-iSJI JL* jIS JU J MisWI) wi^JI 

^Ctl >cll <ulZd ^1 

default interface fastehernet 0/0 

^9^9 ^9^1 kJljl^l JS Jj ia^ Cj^jj 9*9 Global modeJl j 

fewsjim e;9-<a 0id&9 ^jJp 1 <fU ^Jl ^9*11 



Router*conf t 

Enter configuration commands, one per line. End with CNTL/2. 
Router (conf n q)* default interface fastethernet 0/0 
Building configuration. . ™^^^^^^^^ — 

interface FastEthernetO/0 set to default configuration 
Router (conf ig)*exit 

Router* sh run interface fastEthernet 0/0 



Building configuration... 

current configuration : 33 bytes 
j 

interface FastEthernetO/0 
end 

Router* 

Ready Telnet 26, 8 



26 Rows, 61 Cols VT100 



j*>9 <cu«a1 uSubnet 31 Jl £9*394 Jifi) ^ sH^9 *^ 

*> «uUaJt OaJI j 

ttfj^JI jJiti ijl ^U';9JI -.'i jl*.) (5"U j^i) U-i UylJ HddJ&i Id) <Ul**9 

^31 *_L*W «j>ai a-ji) j) ^JLs, >Ja±y ^9 30/ Mask Jl 

£JLa >ui t-UUV lift ^iUitu 

<Ul*2**yi A&19 iihlnil JSd i_L*UI lift ^lUiui ***Ud <Ui £*aj'i 4d)A*ll ddSdJ 

Point-to-Point gy iu>ii jis <uu j iui 9*9 l*» ^ 

<uuijji Wan Ji j 
Public IP Jl 44 t)S*4 ;*i >dS) ^1* iOiiiAAi 9A <lU ^19 J9^i tjddUij 

jaIaJI ^l***u/yj <uJ*u 

eift j 949 Broadcast JU jaU ^19** Ji^'i £9*11 lift ji yLua) ji w^'19 

^jiu'Ljj'9'l JS*u jjli/l ^'31 jJI tlwSUI Jdjd^y ^ <UUII 
12.2(2)T av ■ j iy> Jj) <CiiUa'U f U9 

9*9 I <uCS >«i <uUa'U p-^a' j 1 iL« >-Jjfl*j9 

interface SeriaB/ 1 

ip address 192.168.1.0 255.255.255.254 
no ip directed-broadcast 
no shutdown 

>0"<ll itdUSJ <uUd tiwJ -y U1 2.2 Mlddw) jli*ai AlS'iiii'l' wyS JU J 9J9 

GNS3 Jl jJU. <Cid>iMU |»$id jl gjhhllT ^dUJI 
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4-Jjaj (Jxixj j'u'l J-oVI *lL£a J] (Jj^ai 

Eigrp j BGP -11 s ^ ls>i 

jl i ii nil Aa.1 j^i jA BGP -H (j' JJ 
(jAgJI J! (jjJ-a jll 
4 > y ill oAA ^_ll CjL^jj j J* J i"">;ll A*_s j 
(jilxutj (j!>l£jjjjj Lua] tjj^j La Ait 

jSjjl! ^jL AD -51 f*lj .Asj ts^ 

AD-ii <,'"^ jUii.VLi ^jjUSjS JSAij 
U.LJI jl ^ default 

jji) (.jjjj ^aSI ja (Jal j^ 

AD default -li ^ Jj-^ 1 ^ j 

A^inill Je <aAia]l CjV j£ jj jjJI JSU 



Route Protocol 


Default AD 


interface Connected 


0 


route Static 


1 


EIGRP summary route 5 


BGP External 


20 


EIGRP Internal 


90 


IGRP 


100 


OSPF 


110 


IS-IS 


115 


RIP 


120 


EGP 


140 


On Demand Routing (ODR) 


160 


EIGRP External 


170 


BGP Internal 


200 


* Unknown 


255 




<J~* ^ R2 & R3 oKl— R1 jjjP ujJ L«S 

jjJalail t aAgll 

iSXl (j* JjS jjjjj <J£1 AD -II <— ^ as j 

R1(config)# router eigrp 1 
R1(config-router)# distance 30 
R1 (config-router)# router ospf 1 
R1(config-router)# distance 30 

11 jl UjjV 1 g £a\ *\ JjS jj jjJl dibljcl ^jiU 

Aj aa 11 Ale 4ijj»_a j I "j la jja-a 

i> Routing Table -11 lP 3 ^ ^ p**ll 
Show IP Route j*Vl 
jVijiii^i JijU ^ili ja Eigrp -11 (jl <-^=*j 

1 ■ Ifuij tijAa lAA jjl dililj Jj^' ^1* jU J JJ J_)ll 
( _ 5 ij| AiLuiaVlj j^ i ii j i ii £^jj j* J-^Jjl ^ *\ ialml 
c£llj j J«j Jl jlo OSPF -II JjSjJjjJ J CJASlj 

Eigrp -11 <U=luI jj J^*j ^iii jj jjJi ^ jl^j^m ^IaL 



jjJIjjai Jc jiai. SAuljj ' - ' i ajj ajjS Aio 

lilLaJ JJjjll jl < W J I— a JJ-u IaLo |uj jfl 

jLui-a (J£ ^Ic-j C-flAgjI (juijl jjilia-a jjjLaiA 

(> uJii^Routing Protocol^! ^ 

v >Vl 

tilLaj ja jAj lAa. iaimj L_il^aJI I ■* j iaj 

Jai ADadministrative Distance 

jjjjll A aAajj iU ( fljjoij jj^J 1 fl^joi ^j-o jA 

t_aAjJI £-a Jl . 1 
^ « ■ "jV JJjjll LuV ^ al i aij I ■ Ifi-Jlj 

. ciia jll (jjij J J^xSl J jj Q 

? nil (JIjjoJI jA lAA (J-yl Lxjlaj 

Jc AD -II LuS jll ^Ull 

V JjSjjjjj JS 

j-aVI ^ij'l a jj i all oAg_j juLLoil i_fl j^u 



EIGRP 1 
distance 30 



OSPF 1 
distance 30 




jsLZuWireless 

l- u-JJ (Jxolj Cujjjl law> JJ ijji I^JLadl ^4 J ^oseII JM*- I^jlS -illj-uuifLi i ** r I t iV-< j jjj^ui DJdj l^j^fba 

jju Load Balancing Ja*j oi o^ 4 ^ i 4 ^- 4 iJ^ ijJa*- ^ 

tajmjj jSUj O' 3^- lJ*- J lJ^^*^ i a i>.iII iuj tb^l 5 jLj JascII i ju^aj U it-> US J^ll ^ 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters 
DWORD Value NEW 

oj^jLju^^ y> us jL>ij a o.i nil rijhvij RandomAdapter 

■ M jit- dJ^ ^ Jjj^JU ^ MSi S j let J*»j («S lA JLsj ^ 

XP 

jc j^jLuj^ Load Balancing ji 



Jaxj ^jSj uL£ 

Load Balancing 



File Edit View 

Ndisuio 
_j NdisWan 
_J NDPtOxy 
_J NetBIOS 
_J NetBT 

_j Enum 



wwwjietworkseiMl 



Name 
S]Enat)leLMHOSTS 
.SjijNarneSeiveiPort 
.^tJNameSivOuety. 
.SsjNameSivQuety.. 
iijNbPfovifJer 
.» alRan domAdaplei 



Type 

REG.DWORD 
REG.DWORD 
REG.DWORD 
REG.DWORD 
REG_SZ 
REG^DWORD 
REG_DWORD 
REG.DWORD 
REG SZ 



Date 

0x00000001 (1) 
0x00000089 (137) 
0x00000003 (3) 
0xO00005dc (1500) 
_tcp 

0x00000001 (1) 
0x0036ee80 (3600000) 
0x00000001 (1) 
*Devite\ 



lMyCompUtortHKEY_LOCAl^)MC^NE^SY8TEMC^ 



ISP2 




.Voices sPoint-PT 
Access PointO 
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Iff. few 



MO HACKING 



ujAii ^1 <u<a>jJI <Uud ^ AtiaStl Lsi&j <iL*ji J UJUb ^aIjJI JS <ua Jap ^ mS^m li* 
<U^ wylS ^ ul^iJI ^4 ^Jli ^yg'i jUfc^ ii^ Jjii «UUJf <UjJaJI ^ ULt&i <W>12 ^JL giiii ^1 J*« ^jij &uJf 




<i ^«iit a*** Mac Floading Jt ^ 



JU> Laity j 11 ^yJi &)9>« JU li^ii UUi>i &a& 

i^" thlS 1 **" Ji *' <u*&< JJJA JU* J*jli j<ujJi JUJJ (*J*i US Lj2 

. JjjUI ^L. Ul n mi ^^S^l 
^1 <UjUi uwij >-i^&ll <UaLwd jiy$-JI JjAi JduUf °%UI uuj 
1*4 ASUj J4 SiJiiJ' Jd^U&ll J ^jlf. ■ " i-ljJi ^t> 

<u.LM JiLU UJUji ^Jf [tjjj ^ 1 Uui (i I i in 1 iyi JS j JJu>J I jJsj 

j*£ >«i ji" UUjjJJI ^^JU ■"■■-'"» » ' i&jiaJI sigyj 

^1 jnS Mill liA Jj^i i^T^Awj .dllwJI J*Ui ^^dd £tQljjj ^"L jii'yjinll 

Man in the middle 



^.JLfc jjli/l .>}JI jjji tj^w JUu tj^u jaJJJ) JU Jj) jaI ^"yij 

jj Mac Flooding Jt p,>>— > £jj £^94 >*S j«j9-ju jiUiii 

^JUt >« .11 — 1 Jiij^JU JLaj""^ JU jrf >*S«I £bouy Ijjjl 5J JU 
Switch (config-if) # switchport port-security maximum 3 
y JU J) Jj^JI lj* J}U ^ jjy^jl ^11 J^^JJ 6>Af1-3 ^ U» i"n pi ii 
jiii^JI ^Jl J^jJI »jU-,„, j^jji ^ j*ijJi JU AJJ^y p>$ii iji kdJj) 

j*i;Ji dill fUij <ULdl ^« ^Ul ^o"*ai <Ut£j ^) 
Switch (config-if ) # switchport port-security 

mac -address 00-11-22-33-44-55-66 
j-jjJi JS giii' ^ ih'iinT lift Jjjiaj ^A>« ^^<a^l> Ii* ij) >^^3 ^) 
I ijjJl ^jJLtLJU J-a4l j^jJi dLU J n niij^y^Ji ^ S ticky <uJ5 

o5 s^^iiu«s5 Static Mac Address £ 



I Switch (config-if ) # switchport port-security mac- 
address mac-address sticky 

^ai >c'ai 

Switch (config-if ) # switchport port-security mac- 
address violation ? 

Switchttshow port-security address 




FastEthernet 0/1 u^jli^iwu^d^i^^i^us 

«UuLaJf j jdjJ) JU ^Uii J>>i.5 Ut Djjjj liftj JU ^ >Si J*ii 
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? Port Security Ji 

>i'j)^i.alll ejj^i uizJJ atAi Interface JS »:li&'U ^ «uuj j4 
Xu; ^jJa ^ <UUa/l ^'jlnter f aceJI liA ^ JUaj^L UJ^<uu ^jJI 

j^iit <uj jUa ji jaUJi jujjj) JUJLlnterf aceJi 

aSimlL JlailL djjUil ^yt <U— J' 6 jAAr^l Lsuc w j^S <Li.^aJl ftMyj 4£**ll ( _ s lt 
Mac p>^*> ^Jj J4 Lu&4d US Jiij-JI ^;Li« ^.'L ^ji^tSJI >lL_ J^IU 

jts y ju J Interface JU <auai ejj^^i ^ ^ j}U ^ Flood 

Hub til* 

JU Jui |*j JU J UjUZ; jjl ;yLu; Port Security JJ 



Mode Description 



shutdown ^t -'^ajJI j j^il^ J£. ^ u u^J^' ^ 
Security Port Default -11 



protect jj-i-Il u-jjJI ^!i-Jl 0-* 4s*' j^' Drop a 2 >^' f J% t»* 



restrict J- 49 ^ ^1-* ^-1' '" 1 ; <I ;^ J-^ f Lwa^L ^j^ujj^JI ^ jjL U* AljluJ) ^uij 

drop 



Port Security Ji jIjaI <uj>Jfl 

leii ^jaI gijte jjA |*JJ'9 (O^tuJl <uU j ^jJa^l <u'jj J U**j US sjIjai <Lb>ld 

Switchttconf t 

Switch ( config) # interface fastethernet 0/1 
Switch ( config- if ) # switchport mode access 
Switch ( config- if ) # switchport port-security 

jii^ji ^ ^ mode access jtu <ijl ^'^^ us 

ji j*aii Ui^5 ;j'^wS jUa 5) end device j-uu ^j^J 1 ii* 
uu u^a^i us jijj>ji uiUJi ^1 <u**JaJi <uuiu Port Security 



4i) 



ROMmon ji 

l£ii£J,l£ii£ji£Ji£Ji£ji£ii£ii£i,l£Ji£ii£Ji£Ji£ii£i 



ja)su jk$a L^ ROMmon Jl «u^y ^i y>\<$"ii ■ '* ■ "" c '' gjhlin'i ^£J$ 
j^lj'SI <uj^ J p.U^;i Ju^Lfc ^iaj J^L. j4 3) Help ytV iuUS JVi >«l^l 

o 



^ J lil ^lio Uaji J^iUa^l Jau ^LiJIj >uJI <u£ &iUiL<l jnmM,l j£H <Ui ^JLs, iu-iiH <uj&i US ROMmOZl Jl 

j)Sin 1111 iijjl^i <uU±» <ui£ jJI <LLa^L ROMmonJI Ll>>i £>ua>i <LfLi4> did J J9LV1 ^^fi^Jf jalidill jaaj ^ <ull J^ajJI 

^JAr 5 j £}L* J&uy Uaji U;jjj ^ji/lj <U w&^JI LaL*} 

ROMmonJI l ftj-m ^i/l i^LulS***' ^^0*, Li^au ^) jos^ ^j** ju J <U 'LsJj d 1 jJaLL ^ jj> ROMmon Jl tsu 

iuj ;IS JSLio ^jJl »5 J'^j ^L-aJ I ^ISJ.1 I jjtJ J§-a§Jf jl Liu ? 9 J 5>JM jj> J^utl ^Uaj J L^ia. 51 j-Ji iuOS ^Uu JU jUaJI J <LuU 
J vJ^iH^*' 9'' cM^^' o^L^i^i asvI jia J ^ju, jaIj L^ iuLJi gjfa ^ mL, (V Rommon Jl ^JL JjiJl g^aJi , 

>"Sy >sj |»1 |jiS JL13-1 jUaJi jVi) <u'u *k CTRL+Break Jl ^ 
p.L JLv J} Jaij ij) gjh"iinj I aU ^jJi* J »STf ^1 gjlrn nn $ 

J^gJI ^1 j^i ^jLft LdljLwJ' Lj Jui j 7"" v>« I *iS 1 a ^ y~ ' 

J_LuL <L(^Ia. ^ °j u "--" jala. j<--j--- Lit <u li"i (if 
lift ^j) LajaL' wriy j^Sil llfis Lit ^) JJij.iiUaAJf 6iA 
^jl J5~»jj( Jj'^o" L*j'L, ^aa. 5 j ^*>Lai >«"1if 

LL«Ur ^^wJL j— J' <uJ5 jla, J ^jSJ ROMmonJI 

Default Factory Configuration 

. <i ly'fi'f L>4 ULw' j^Lu} ^ ^UJ 

Router>en 
Routerttconf t 

Router (config) #no service password- recovery 



»UtfuJ<t) iu'lLfc >«'3"^' 4 a ^ o ,j ■ - " g " LJ^L> 5J l5 JL&9 
ttj'jgiaa ' <LUa'U L^»L j c -" a '-*' ■ ■■ ■ JSj >«"5il AAy ,jJ 



o 





Router conO is now available 




press return to get started. 




user Access verification 




Password : 
Password : 
Router>en 
Router#-conf t 

Enter configuration commands, one per line. 
Router (confn g)#no service password-? 
password-encryption 


End with cntl/z. 


Router (confi g)#no service password-^ 





ROMmon Jl ^ J9&.JI <u§Lu> . 



Routerg configure t euninal 






Router (config) S no service passward-iecoveiy 






WARNING: 

Executing this command will disable the passworc 
Do not execute this command without another piai 
Are you sure you want to continue? [ yes/ no ] : yes 


for p 


;ry mechanism . 
issword recovery . 


Router (config) if exit 
Router* 

Router* reload 






Proceed with reload? [confirm] yes 






00:01:54: SSYS— 5— RELOAD : Reload requested 
System Bootstrap, 12.3[8)YA... 

Copyright (c) 1994-2004 by Cisco Systems, Inc. 
C7400 platform with 2 62144 Kbytes of main memorj 






[password recovery functionality is disabledI 







// -p // 



System Bootstrap, 


Version 12.3(8r)T8, RELEASE SOFTWARE (fOl) 




Cisco 1841 (revis 


on S.O) with 114688K/16384K bytes of memory. 




Self decompressing the image : 




#Stf0#00*#0*#0#ff0f8«« 




monitor: command 


boot" aborted due to user interrupt 




rommon 1 > help 






boot 


boot up an external process 




conf reg 


configuration register utility 




dir 


list files in file system 






monitor builtin command help 






sy st em r es et 




set 


display the monitor variables 




t ftpdnld 


t ftp image download 




unset 


unset a monitor variable 




rommon 2 > 













a&Z ptUJ,l DM) Lu jkfii gJaiLy |»Um Hit, ROMmon J! ji 6;^*aJI ^ &*% LS 
jj* isi 6;5-aJI ^JLt <u>Ll> jrflj^lj ^L J&uy jaii' )) uji ^Jti jUaJI S*ub wua 

i—j -s>^.) Uw'— — .1 <ui^ jk$i) ii^M ROMmon Jl ^l^iLul j 



ija iUfciJfl ji^i/i ^ ej^il IOS Jl j%s» jrf jiiff^lL ^ ^SJ Boot 
ji^i/i ^JL 6;^« J31 L ui^i >i"j Jl LJa; boot flash >o'^i J^Ls 

boot flash: 2 

JL«5 >Jl <uJS sjLvwiI >«i $aj «^>Ldy Jl <uj >u&u ^ ^ Conf reg 
confreg 0X2142 <ul 
>«^i <uCS J>s. (fru; ji'iiiJi ^ m^4I LLUi jayti Dir 
dir flash 

J-i ^ e>Si ,1- LS «A4> >»lj'«il Japl Help 
^^1 sjL'u ^ ^yS/ Reset 
^JLUJiiti^yj TftpServer JNlu'u^^aVSet 

: ^jJCJI JSAJI 

set tftpabc IP Add Mask Default GW IP tftp server 
set tftpabc 10.10.0.0 255.0.0.0 10.1.1.0 10.29.32.0 
TFTP Jl 44 IOS <L—i Jd^ai Ja.) ^ Tf tpdnld 
Ly Lai ^Jl Ljl^l &1&II ^Jl J-iJj ^jLJI >«ll JAJ Unse t 
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Cisco Systems 






128 MB(installed)/384 MB(MAX)-SDRAM 


Flash memory 


32 MB(installed)/128 MB (MAX) 


Type 


DSL modem 


MAX Transfer Rate 


24 MBps 


Encryption Algorithm 


DES , Triple DES , AES 


Supplied OS 


CISCO IOS 


Digital Signaling Protocol 


ADSL , ADSL2 , ADSL2+ 


DCP 


Ethernet , Fast Ethernet 


Protocol Remot 


SNMP 


Interfaces 


2 x network -Ethernet lOBase - T/lOOBase 
-TX - RJ-45 

1 x management - console - RJ - 45 
Serial - auxiliary - RJ-45 
1 x modem ADSL 


MAX Temp 40 C , MIN Temp 0 C , VPN Support , support IP Sec , 




RAM 


64 MB 


Flash memory 


32 MB 


Ramer Table of MAC Addr 


8 K entries 


Authentication method 


RADIUS , TACACS+ , Secure SHELL v.2 


Interfaces 


48 x network - Ethernet - RG 45 


Connection Type 


Hulf-duplex , Full-duplex 


Data Rate 


1 Gbps 


DCP 


Ethernet , Fast Ethernet , Gigabit Ethernet 


Protocol Remote 


SNMP1 , RMON , Telnet , SNMP3 , SNMP2c 


Number of Ports 


48 x Ethernet lOBase -T , Ethernet 100Base - 
TX , Ethernet lOOOBase -T 


MAX TEmp 40 c , MIN Temp 0 c , DHCP Support , VLAN Support , 


IGMP snooping , auto MDI/MDI-X , DHCP snooping 




Routerl841-ADSL 



SWITCH WS-C2960G 



RAM 


128 MB (installed) / 483 MB (max) 


Flash memory 


64 MB (installed) / 128 MB (max) 


Protocol Remote 


SNMP 3 


Type 


DSU/CSU 


Interfaces 


2 x network - Ethernet 10Base-T/ 
100Base-TX - RJ-45 
1 x USB 

1 x network - auxiliary 

1 x management - console 


Encryption 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS 


OS Required 


Microsoft Windows 98 
Second Edition 


DCP 


Ethernet, Fast Ethernet 


MPLS support , min temp O °C , max temp 40 °C, 
Humidity 10-85% 


63) 




Router 2801 



hi Juniper 

E— NETWORKS I 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



* Junos Software Version Support: Junos Software 9.1 

* Firewall Performance (Large Packets): 750 Mbps 

* Firewall Performance (IMIX): 500 Mbps 

* Firewall and Routing PPS (64 Byte): 200,000 pps 

* 3DES and SHA-1 VPN Performance: 160 Mbps 

* Concurrent VPN Tunnels: 
512 MB/ 1 GB DRAM 256/512 

* Maximum Concurrent Sessions: 
512 MB/ 1 GB DRAM 64 K/ 128 K 

* New Sessions/Second: 5,000 

* Maximum Security Policies: 2048 (1 GB DRAM) 



Fixed I/O: 4 x 10/100/1000 

* Maximum PIM Slots: 5 

* Maximum EPIM Slots: 0 

Router J2350 



* BGP, OSPF, RIP, Static, ECMP: Yes 

* Multicast, PIM SM, SSMJGMP: Yes 

* Maximum Number of Security Zones: 
50 

* Maximum Number of VLANs: 256 

* PPP, FR, MLPP, MLFR, HDLC: Yes 



^Jumper* 



• |toW:fba'fr a ^Mj3a a .$ra': * 

• """ ° fSSi Sr.. • 



I 



Switch SSG-550M 



*ScreenOS version tested * Max Concurrent Sessions * Fixed I/O 

ScreenOS 6.2 256,000 4x10/100/1000 

^Firewall Perf (Large Packets) * New Sessions/Second * Mini-Physical Interface Module Expansion Slots 

1+Gbps 15,000 0 

♦Firewall Performance (IMIX) * Max Security Policies * Physical Interface Module Expansion Slots 

1 Gbps 4,000 2 

*Firewall Packets Per Second * Max Security Zones * Enhanced PIM (EPIM) Expansion Slots :4 

600,000 PPS 60 
*3DES+SHA-1 VPN Perf * Max Virtual Routers 

600 Mbps 16 
^Concurrent VPN Tunnels * Max Virtual LANs 

1,000 150 




Mill ' » j| j -'«■*»- c » I 



6 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



o 



* Junos Software Version Support: 
Junos Software 9.1 

* Firewall Performance : 2 Gbps 

* Firewall Performance (IMIX): 1 Gbps 

* 3DES and SHA-1 VPN Performance: 
1 Gbps 

* Concurrent VPN Tunnels : 
1 GB / 2 GB DRAM 

* Maximum Concurrent Sessions: 

512 MB/ 1 GB DRAM 256 K / 256 K 

* Maximum Security Policies: 5192 (1 GB DRAM) 



* Fixed I/O: 4 x 10/100/1000 

* Maximum PIM Slots: 6 

* Maximum EPIM Slots: 4 



Router J6350 



* BGP, OSPF, RIP, Static, ECMP: Yes 

* Multicast, PIM SM, SSMJGMP: Yes 

* Maximum Number of Security Zones: 50 

* Maximum Number of Virtual Routers: Yes 

* Maximum Number of VLANs: 1024 

* PPP, FR, MLPP, MLFR, HDLC: Yes 









Hi 








J4350 1 



Data Rate 

* EX2200-24P/24T: 
56 Gbps 

* EX2200-48P/48T: 
104 Gbps 

Throughput 

* EX2200-24P/24T: 

42 Mpps (wire speed) 

* EX2200-48P/48T: 

77 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
Densities 
24 / 48 per platform 



100BASE-FX / 1000BASE-X (SFP) Port 
Densities 

4 per switch (fixed ports, SFP required) 
Resiliency 

Integral power supply and fans 
Power Options 

* 24T and 48T (non-PoE): Autosensing; 
1 00-1 20 V / 200-240 V; AC 1 00 W 

* 24P and 48P (PoE): Autosensing; 100 
120V/ 200-240 V; AC 550 
Operating System 
JUNOS 

QoS Queues / Port 

8 



MAC Addresses 

8,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

6,500/0 

Number of VLANs 

1,024 

Switch EX2200 




C^ty^uLA jSuUfcaaWio^j Internet Assigned Numbers Authority jun^ uli ji : IANA 
(jiajSjbijDNS jIDomain Nmae Server j^Jai^^ij^cS^^i^t&jiio^ 

. URL i^k: J\i«j Prorotcol Parament t^^J^suUS jic^jSjjjjJici^U** 
Internet Corporation ji jis^i a<iW<<> jxa ^ jiaj aj&j^yi SjlssIIi ciLX^Ji <jg SulaUJ ^^uuj jji jJoli ^iuj 

for Assigned Names and Numbers 



Media Access Control Address ^uj^jji^u : Mac Address 

3uial« juijj Ubi j^Ju oS^j 2Culj (jA^OO - 13 - 2 2 - AF- 7 8 - Bl t$Ac Jll« ija^ A # B # C # D # E # F 2uJQJi 

NIC aSLuoil CijjSJ SUWt Cit£ JL£. j^l ^jjj JL£. I EEE 



^ Jajju ajJjj 2uiaj * jm> ^ uiu>. jjLxaj <llJlc. cjbui ajuju Request for comments t^uuj I RFC 
j^ciUS^u j> t uiuj j* 2llJ£ j Cibut a. iu .uji aa^ j IETF 3 i Internet Engineering Task Force 

Qjl-CuuSfl Ci Jj) I jlj |4^j-4 (J^"'.tj 3 1^**' " ajLJLu jj^ui j<^jbejl j til 'is j-J j- u .aSUl 3 j4p-l sUlc j ^i l'i(jt ^-£u j^Aj jyxu ^yUl S Wl j Ojjjjjfl 

aijJLlI Ji. RFC Jl J j*- J^»lS %_£ua$Ji vilUA ^Jissjll I Jji 



: AppleTalk 

2009 1984 ^(jijijSUSj^-i^Sj-* JjS<u^»(«u jSj A PP 1 e J-i3 ^ Zutiuaii ZulajVt jl>.i ti j MACINTOSH 

TCP/IP £lL=J-MAC O S X V 1 0. 6 lAji jLuai J 4i£ Jl*Ui App 1 e aSj^ cij^ U jQt 



^djijcii^jjjji^ci^Lajyi ^jj^ jj^iii j^s>iijJi f^jjjiciVjSjj^j-ij^juj : Routing Protocol 

\^lu Uj* i RIP,OSPF,EIGRP,BGP?IS-IS la j4ii ^ £l>ii Bjlc aJj aSLtiJl Jk, JLajtfl jjIj 

) i .jiuti J) J^us^Jl! jLl^ (_Uaal v_jLo^- ajojjlaj 



Broadcast 

>j^>j j^jUj-lc^xs^Ij UjjLi Hub , Switch, Bridge ^^^^2 55 . 2 55 . 2 55 . 2 55 asLuuJi ^ 



^ijiju^i i^j SuSjjj^jjijt jsji (jIc^jSj ^juiujjjjfi jjSjjjj-i j^uuj Internet Protocol jijjoiaj : IP 
l^iiulajj -255.255.255.255 ^ ^^iiijO .0.0.0 ^ ^jijJi jUjoifi ^ cii^uJfi i^luj ^uji jijjoifij j-ii jJi jia^jfi 

jjj^ ^j-a jIjLj (J&J AjB/C/D/E "'I fljjg^j jaa^ J! l^fljjuaj («j JL^j CujJu^I rtSLuL Jlc. jZgjt a^ll Sj^^'if JLs»j5fl (j^H a^utLuifl 




JLujLl LaJ i_L>jl US Sl^inU (_^> d2ujJsa (J j 4jjli<bSfLl dSLuuJl <J§ . JJ Jl3 jjUl JSLail ^3jJl! (<i infill I jjb fjAJU^m (*Iu Ja 3^1/ 

. i^j j^bJi j^i^^i^ ji^dj magazine@networkset.net subai juj-> jLcpsasLi^ 

fJJSJ ijjJIj jjJJuj ^4 lSjUlII j'JfsJl ^3^3 LJLc- ^i^ti JSLull ^ £jjJt I : JasJl 

^l^ajjJa Ijj jd 2dSLidl a Jstlj jl^tJl Jt J ^ I CMP Jl JjU j JS 
I&jluj (^Sjelll <L>. J! J 3>. jJt J M>- lDl! j r«-^j J*IS JSLiu c5jLUt jlJbslI J^c JaUaji Ji' 5 " 
2L3Li»lj |<uj 2Lull!l &ojjJaJl OFF j! u3lfljl jLl>- (Jlc >i>ll £«3JJ (ij^ll j , ^r t31 CiJlJL£.l Jt 

(>» j^>yi ICMPji JjUj j^jaj ^i-j ^ lijiiii siii^S j, Exceptions 



E 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 



Allow incoming echo request 



incoming timestamp request 
incoming mask request 
incoming router request 
outgoing destination unreachable 
outgoing source quench 
outgoing parameter problem 
outgoing time exceeded 
redirect 

outgoing packet too big 



Description 

Messages sent to this computer will be repeated back to the 
sender. This is commonly used for troubleshooting-for example, 
to ping a machine. Requests of this type are automatically 
allowed if TCP port 445 is enabled 



CjljLxi- LaauiiJ l&Jbuj lSjUJI jlJbtJl CaJlJL^l I^Jjuj ^VHt <L>*$} LojI A^^jJI JMjv 

jix^ Jlc Sj^^jLj us j^i^it X CMP jUotj iajljuj Advanced % <»itn*) 4 

ChjjW^t ^SJ^ Allow incoming echo request 



>j Conficker Remover by Enigma Software Group 



Conficker I ,cu 

removal tool I Enigma Software Group 

Q Instruction; 

Please click the "Stat" button to begin the removal process. 
Nole that every step ot the Conlicker removal process lequires a 



Kasper sky , Nor ton , Jiu> ^^j-jLoJi cibii^aj ajUsJi ^ai^» ._iic,i ^"nj ^ ^-l'lc, jyJt •. 

I j*jjaj Conficker jSJcucfc ^<^i c^ 1 j^i' o*3j^ J^" 3 ^ 3K<»U ajla ujjbu : JjJi 

Conficker Removal Tool 1.0. 0.1 6 



d Brought to you by: 
SpyHunlerv3 

This FREE tool is designed only to 
detect am! remove all valiants o( 
tile Conficker WOim. prev.alenl and 
dangerous Intern ' " 



0 &il 



Name 

^(Default) 
^jDisplayName 
[SSjErrorControl 
QlmagePath 



i?3Tvpe 



Type 

REG_5Z 

REG.5Z 

REGJJWORD 

REGJKPANDJZ 

REG_DW0RD 

REG DWORD 



Data 

(value not set) 

USB Mass Storage Driver 

0x00000001 (1) 

system32tDRMRStUSBSTOR.SVS 
0x00000003 (3) 
0x00000001 (1) 



O' 



USB Jl CiLss^ JS(3^Lc = Li 

regedit ^uusli j^au^i tJ ic. u^i^u ^ lajuu^ start ijus js <L»5iiLi ^ . j^ji 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ 

ill laa diatutj Services\USBSTOR 



Settings | Terms | 

Define Hotkey 

Hotkey: It is the set of keys thet you defne, to help stop this 
application from running 

0 stops cut, Copy, paste, Delete, etc 

IrT] Grays out context menu items and disables task manager button 
Define Hotkey ; [None 



For e.g. CTRL + p 
Prevent Homepage 



J £>■ JLlI (Jj^l jULfljjJa J-LLiiSJl jl^>- i£ua$\$ £Utul\ JlSLul JS t-^LfljLi j» jioj : J%]l 

Liaji ^ J ILuljJl djajjJaJl J jjji JSj Aa^jlieJl Cl^btuiil L yaJU Jj JLsUb ^LuaJi J (JjJLuTUjJl l ^JlC 

j»^2ijPr event 1.0 ^jCJLj IJL>. jyu^ gL^U jj J^L>- O^amudl tJLc -LaTuj 

L5 Jlc ubJbsj iji ^ jU",,,~ ^jjUiII cL> CiljLal^S JJ AaUi»b?Li J^Jlj ^iuJJI JlSLii JS ^12jL 

jsJciL^^L3^Li»'bj»j2jj43 Rights Management Services 

J i?i"„.tt ^ J^LS Jjs <U O jxuj CiLij^Sl JSftj u^li^ jift CjUlLa p ^ 'j 



<8) 



